This paper attempts to solve the security problems in communication, consensus-making and authentication of nodes in the Internet of vehicles (IoV) for intelligent transport. Considering the defects of the central node and service complexity in the IoV, the blockchain was integrated with the IoV to create a decentralized mechanism for communication and consensus-making. In the architecture of the blockchain-based IoV, the Byzantine consensus algorithm based on time sequence and gossip protocol is used to complete information communication and consensus authentication, which not only ensures communication security, improves the consensus efficiency of nodes, but also improves the fault tolerance of the algorithm. The experimental results show that our algorithm outshined the traditional authentication method in information security and consensus efficiency of the IoV. The research findings provide a reference solution to the authentication problems in the IoV for intelligent transport.
I. INTRODUCTION
The Internet of Vehicles (IoV) is an inevitable convergence of the Internet and the Internet of Things (IoT) that provides convenient and diversified services for intelligent transport [1] . Based on intra-vehicle network, inter-vehicle network and vehicle-mounted mobile Internet, the IoT is essentially an integrated network that supports wireless communication and information exchange through specific protocols and data standards, with the aim to achieve intelligent traffic control, intelligent vehicle control and intelligent dynamic services.
With the technical and industrial development of the IoV, it is increasingly important to guarantee the safety of this integrated network. Traditionally, the IoV data are all stored in a central node, which is the hub for the communication between all the other nodes. This storage pattern poses a serious threat to the information security of the IoV. The attack on the central node will immediately paralyze all the other nodes in the network. This calls for new methods to ensure the information security and authentication in the IoV [2] , [3] .
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Currently, the information security and authentication of the IoV are mainly protected by two mechanisms, namely, the trusted enhancement architecture of mobile terminals based on embedded security modules [4] , and the identity-based encryption mechanism [6] . Under the former mechanism, the vehicles are considered mobile terminals, and integrated with security module to form a trusted enhancement architecture, which assists in identity authentication and authorization. The embedded security module mainly consists of a trusted platform module and a tamper-proof device. On the upside, the module can modularize basic security functions (e.g. professional cryptographic security engine and security algorithm), and speed up the computation by hardware [5] . On the downside, the module is very costly to manufacture, and its security performance may vary with the different standards adopted by manufacturers.
The identity-based encryption mechanism basically verifies whether the terminal has the correct password or key. Under this mechanism, the public key infrastructure is less dependent on certificates, reducing the overhead of complex certificate management and the burden on wireless communication. For most authentication protocols, the encryption/decryption or signature verification is constructed based on the highly secure bilinear mapping theory [7] . Reference [8] designs a safe and efficient batch authentication plan for the IoV, in the light of the short key, fast speed and high security of the elliptic curve cryptosystem. Reference [9] puts forward a batch anonymous authentication method, drawing on the properties of bilinear pairs on elliptic curves. Reference [10] develops a dynamic trust model based on the messages and behaviors of vehicles, which realizes accurate trust evaluation in real time and senses malicious nodes in an active manner.
The existing studies have the following defects: (1) The research has been focused on the security of the central node, without changing the structure of the IoV; (2) The authentication technologies and structures are far from diverse; (3) The trust computation has poor real-time performance and accuracy.
In the light of the above, this paper integrates the blockchain with the IoV, shedding new light on the security and authentication of the IoV for intelligent transport. Firstly, the IoV nodes were divided into the vehicle-mounted communication nodes (VCNs) and roadside communication nodes (RCNs). Then, a Byzantine consensus algorithm was established based on time sequence and gossip sequence (BCA-TG) to guarantee the security and consensus authentication of the information in the IoV. The experimental analysis shows that the blockchain-based BCA-TG algorithm can authenticate consensus in the IoV efficiently and rapidly with high fault tolerance.
The remainder of this paper is organized as follows: Section 2 introduces the blockchain and the IoV and discusses the fitness between the two factors; Section 3 illustrates the overall architecture of blockchain-based IoV, explains the communication and update of VCNs and RCNs under the gossip protocol, and describes the authentication of IoV information by the BCA-TG algorithm; Section 4 demonstrates the fault tolerance, convergence speed and scalability of the BCA-TG algorithm; Section 5 experimentally verifies the authentication process under specific scenarios; Section 6 puts forward the main conclusions.
II. BLOCKCHAIN AND INTERNET OF VEHICLES A. BLOCKCHAIN
Blockchain, a revolutionary technology in the Internet era, adopts an underlying decentralized collaboration mechanism to create a distributed ledger. The data are linked up by chronologically generated blocks, forming a data structure suitable for any decentralized trust network [11] , [12] . The unique formation mechanism has blessed the blockchain with such features as decentralized, trust-free, traceable and smart contracted.
The decentralized feature is demonstrated by the absence of central node in the network; all nodes have equal status, and the failure of any node will not affect the system operation. Trust-free means all data operations in the system are open and transparent; internodal communication is possible without mutual trust; the nodes cannot spoof each other under the rule of the blockchain. The traceable feature means no information in the blockchain is generated without basis; any block can access the information about the previous block, for all blocks are linked up chronologically in the blockchain. The smart contracted feature refers to the fact that, the agreement between the transaction parties in the blockchain will be executed automatically by the prewritten code; the execution is immune to any intervention, making the agreements easier to conclude and more efficient and less costly to execute.
The blockchain system consists of six layers, namely, the data layer, the network layer, the consensus layer, the incentive layer, the contract layer and the application layer [13] . The architecture of the blockchain system is described in Figure 1 below. Figure 1 , the data layer encapsulates the underlying data blocks and the related techniques like data encryption and timestamping; the network layer consists of the mechanisms for distributed networking, data propagation and data verification; the consensus mechanism mainly includes the various consensus algorithms for network nodes; the incentive layer integrates economic factors into the blockchain system, including the issuance and distribution mechanisms of economic incentives; the contract layer contains various scripts, algorithms and smart contracts, making the blockchain programmable; the application layer covers various application scenarios and cases of the blockchain.
As shown in

B. THE IOV
Relying on cutting-edge information communication techniques, the IoV is a well-connected network between vehicles and other vehicles, roads, people and service platforms [14] , [15] . The full connectivity promotes the intelligence and autopilot ability of vehicles, revolutionizes the industries of vehicles and transport services, improves the traffic efficiency and driving experience. Thanks to the IoV, the users can easily access safe, advanced and comfortable all-round services at a low price. The development of the IoV has fundamentally changed our lives, exerting a significant impact on the transport industry and information industry.
The IoV has mainly been applied in driver assist safety, traffic management and in-vehicle infotainment. The applications of driver assist safety involve lane change assistance, intersection collision avoidance, accident broadcasting, emergency or event warning, etc. The traffic management applications mainly include non-stop electronic toll collection, intersection management, collaborative navigation control, bypass or congestion warning, etc. The typical applications of in-vehicle infotainment are news, videos, music, games, etc.
The IoV has many features that are unique to itself [16] : (1) The fast-moving vehicles have a high requirement on the communication between vehicles and between vehicle and roadside facilities. The network topology is highly dynamics, and difficult to stabilize. (2) The vehicle motion is constrained by the roads, i.e. a vehicle must always travel along the road direction. The driving speed is also affected by the other vehicles and the road conditions. Therefore, the position, moving direction and speed of the vehicles in the IoV are predictable to a certain extent. (3) The moving vehicles can power the on-board equipment continuously, ensuring their endurance performance. (4) Most vehicles have installed the GPS module, which can determine the location and speed of the vehicle and sync up the time with Internet servers. These functions greatly benefit the information exchange between vehicles. (5) The IoV can link up all the vehicles on an expressway or in a city into a large network. The information being communicated in the network fall into many categories, such as driving safety (slowdown and overtaking), speed advises (speed control and green light optimal speed) and service information (local entertainment and tourism).
C. FITNESS ANALYSIS
The IoV is the research hotspot of modern intelligent transport. Being a type of Internet of Things (IoT), the IoV is naturally centralized and prone to attacks on the central node. The threat of the attacks is magnified by the unique features of the IoV, such as low security and high transparency in communication. There is a major contradiction between the centralized mode, which increases the risk of data hacking, and the information sharing demand to optimize the traffic system. Thus, it is imperative to ensure the data security of the IoV.
The blockchain is a decentralized and trust-free technique, in which all data are open and transparent. Coupled with the blockchain, the IoV can support normal communication with high data security.
III. IOV INFORMATION AUTHENTICATION BASED ON IMPROVED BCA
A. THE ARCHITECTURE OF BLOCKCHAIN-BASED IOV Figure 2 shows the architecture of our blockchain-based IoV, which integrates the VCNs and RCNs into the blockchain cloud platform, forming a systematic network. As shown in Figure 2 , the VCN is a mobile node installed on a vehicle. It can transmit the current situation of the vehicle to the other nodes, and receive information from the other nodes. However, the VCN has a weak computing and storage power. The RCN is a fixed node installed on a roadside base station. Similar to the VCN, the RCN can share information with the other nodes in the network in a timely manner, but it enjoys strong computing and storage abilities. Hence, the RCN was selected as the consensus-making node in the IoV. The blockchain cloud platform stores all the data in the IoV. To ensure information correctness, any data generates by the VCN or the RCN must win the consensus of the RCN before forming a block to be linked into the blockchain. The data will be broadcasted across the network, providing the reference for the decision-making of other nodes. Without the consensus procedure, malicious VCN or RCN can issue incorrect information and spread it to the other nodes in the IoV, posing a great danger to the people using the IoV information.
B. COMMUNICATION AND UPDATE OF VCNS AND RCNS UNDER THE GOSSIP PROTOCOL 1) THE GOSSIP PROTOCOL
The gossip protocol mimics the spread of rumors among villagers. Once knowing a rumor, a villager tends to share it with his/her acquaintances, who in turn will share the rumor with their acquaintances. Sooner or later, the rumor will spread across the entire village [17] , [18] .
Under the gossip protocol, each node in a limited network communicates randomly with its neighbors, and eventually all network nodes will have the same information. The protocol is implemented in the following steps: Node A, after its information is updated, sends the updated information to its neighbors (e.g. node B); if its information is not updated for a period of time, node A will request a neighbor for passive information update, and the neighbor will send its latest information to node A upon receiving the request. The above process is repeated until all network nodes have updated their information.
Under the gossip protocol, any node saves the information on its neighbors, and three ways are available for the communication between any two nodes [19] :
(1) Push: Node A randomly selects its neighbor B as the communicatee, and sends its own information to the latter. Then, node B will update the local information according to the received information. In this case, node A acquires new information. (2) Pull: Node A randomly selects its neighbor B as the communicatee, and requests passive information update. Then, node B will transmit the information that node A lacks to node A. Finally, node A will update the local information according to the received information. In this case, node B acquires new information. (3) Push-Pull: In the first phase, this communication mode is the same as the Pull mode. In the second phase, node A will transmit the information it lacks to node B. Then, node B will update the local information according to the received information. The time for two nodes to have the same information through the above modes is called a cycle. In each cycle, the Push mode only needs to communicate once, the Pull mode needs to communicate twice, and the Push-Pull mode needs to communicate three times. Comparatively, the Push-Pull has the best communication effect, because the two nodes can have the same information in one cycle.
2) TIME SEQUENCE
A time sequence refers to a series of information or data of an object arranged in chronological order [20] . In our daily life, the common time sequences include the daily price of goods, the stock index and the number of tourists in scenic spots. Depending on the number of information types, time sequences can be divided into unit time sequence and n-variate time sequence (n≥2). The former only records one type of information of the object at a time, while the latter records n types of information of the object each time, creating a multi-dimensional sequence.
The unit time sequence is more common than the n-variate time sequence. Each information unit can be abstracted into a 2D vector (t, i), where t is the time to record information and i is the information content. On this basis, the node time sequence for consensus algorithm can be defined as:
Definition 1 Node Time Sequence: Let t be the time for a node to enter and exit the network and i be the information of the node upon the entry and exit. Then, the node time sequence can be defined as the set of the 2D vectors of the node ranked in chronological order. Note that = {(t 1 , i 1 ), (t 2 , i 2 ), . . . , (t n , i n )} and t satisfies t j < t j+1 (j = 1, 2, . . . , n − 1).
The node time sequence is an important basis for the consensus algorithm to judge if a node can enter or exit the network. The entry and exit of nodes must be controlled well. Otherwise, many nodes may enter or exit the network simultaneously, exceeding the channel tolerance and undermining the consensus-making. To prevent this situation, thresholds need to be set for the number of entering/exiting nodes in the consensus algorithm. If this number surpasses the thresholds, then the time window protection mechanism will initiate automatically. Under this mechanism, only the first n nodes within the thresholds in the node time sequence can enter or exit the network, and the other nodes must wait for the next time window. The specific flow of this mechanism is given in Figure 3 below. 
3) PUSH-PULL COMMUNICATION AND UPDATE BASED ON THE GOSSIP PROTOCOL
The Push-Pull communication and update of RCNs and VCNs will generate three types of information: local information (LI), update information (UI) and consensus information (CI). The LI is the information to be agreed upon in the IoV. The UI is a 1D continuously updated vector formed through the communication between n RCNs; each element in the vector corresponds to the LI of different nodes. The CI is the vector element taking up more than half of the UI.
Under the gossip protocol, the RCNs of the IoV participate in the consensus-making. The initial UI of each RCN consists of the corresponding LI and n-1 null values. Each pair of nodes have the same UI after update, for the UI of each RCN is updated by the Push-Pull mode. After the first pair of RCNs have updated their information, the updated UI will be used to update the information of another pair of RCNs in the network. This process will be repeated until all network nodes have the same UI. Then, the CI can be derived from the last updated UI. The specific process of communication and update is shown in Figure 4 .
Compared with the traditional communication mode, the above mode only needs one cycle to make two nodes have the same information, and enables the nodes to reach the consensus information CI based on their own UIs. Hence, this communication mode greatly speeds up the convergence and simplifies the computation of the consensus algorithm.
C. AUTHENTICATION OF IOV INFORMATION BASED ON IMPROVED BYZANTINE CONSENSUS ALGORITHM
In the blockchain-based IoV, if the information for consensusmaking is generated by an RCN, then it should be released by the RCN; if this information is generated by a VCN, then it should be sent to an RCN and be released by that RCN. The RCN to receive the VCN's information can be determined by:
where a is the serial number of the RCN to receive the information; b is the length of the current blockchain; c is the number of consensus-making when the blockchain is of the length b; % is the remainder; N is the number of nodes currently involved in consensus-making.
The transaction information being issued should contain the transaction itself, the length b of the current blockchain and the last submitted CI. Formula (1) guarantees that all RCNs will take turns to release information.
In the blockchain-based IoV, the first step of consensusmaking on node information is to judge the occurrence of node entry/exit. If there are nodes entering/exiting the network, the node entry/exit should be implemented based on time sequence. The next step is the judge if the information for consensus-making is generated by an RCN. If yes, then the information should be released by that node. Otherwise, the node to release the information should be determined by formula (1) .
The released information will be transmitted via the P2P network in the blockchain to the RCN nodes involved in consensus-making in the IoV. These nodes will communicate and update their information under the Push-Pull mode based on the Push-Pull mode, producing the UI of each node. Based on the UI, the success of consensus-making is judged by whether more than half of the outputted UI belongs to the same vector element. If the consensus has been reached and the CI is correct, the CI will be saved as a block to join the blockchain; otherwise, another node will be selected to release the information. The specific process of the consensus-making is illustrated in Figure 5 below.
To sum up, the proposed BCA-TG algorithm is implemented in the following steps:
Step 1. Judge if there are any nodes entering/exiting the network. If yes, implement the node entry/exit process based on time sequence, and output the nodes entering/exiting the network.
Step 2. Judge whether the information for consensusmaking is generated by an RCN or a VCN. If it is generated by an RCN, then it should be released directly by the RCN; otherwise, the information should be sent to an RCN for release, and the RCN should be determined by formula (1) based on the length of the current blockchain, the number of consensus-making and the number of consensus-making nodes.
Step 3. The released information is transmitted via the P2P network to all consensus-making nodes in the IoV.
Step 4. The nodes communicate with each other and update their own information under the Push-Pull mode based on the gossip protocol. Note that the latest node UI should be used for communication and update.
Step 5. After the nodes have completed information exchange, judge whether more than half of outputted UI belongs to the same vector element, that is, whether the CI has been reached successfully. If yes, go to Step 6; otherwise, return to Step 2.
Step 6. The consensus information CI is validated against the initially issued information. If correct, go to Step 7; otherwise, return to Step 2.
Step 7. The final consensus result is saved as a block to join the blockchain, and sent to all RCNs and VCNs timely, providing a reference for drivers and relevant personnel. 
IV. ALGORITHM ANALYSIS AND PROOF
Theorem 1 In a network with n nodes, the BCA-TG algorithm allows at most ( n 2 −1) (n is even) or ( n−1 2 ) (n is odd) Byzantine nodes to coexist.
Proof: In the network, the n nodes communicate with each other to update their information efficiently under the Push-Pull mode based on the gossip protocol. After exchanging information for several times, each node will generate a vector UI containing n elements. The number of identical elements k in the vector UI is the same as the number of correct nodes in the network. If k is greater than half of the number of network nodes n, then more than half of the elements in the UI are the same, and the CI can be determined; otherwise, it is impossible to obtain the CI. Since the number of Byzantine nodes f is the difference between the number of network nodes n and the number of correct nodes k, the number of Byzantine nodes f depends on the number of network nodes n. Obviously, the value of f must be smaller than the number of correct nodes n, that is:
If n is even, then f max = n 2 − 1; if n is odd, then f max = n−1 2 . Inference 1 The BCA-TG algorithm outperforms the ordinary Byzantine consensus algorithm in convergence speed.
Proof: In the ordinary Byzantine consensus algorithm, the information exchange between nodes is highly irregular, and it takes multiple exchange cycles for two nodes to have the same information, dragging down the exchange efficiency. The information homogenization often requires round after round of consensus-making, especially if the network contains a huge number of nodes. In the BCA-TG algorithm, however, each node searches for the nodes in its view before exchanging information, and follows the Push-Pull mode based on the gossip protocol in communication and update. Two nodes can have the same information in one cycle. In a few rounds of communication, all network nodes will share the same correct information, i.e. reaching a consensus. Therefore, the BCA-TG algorithm enjoys a fast convergence, especially in a network of multiple nodes.
Theorem 2 The BCA-TG algorithm has good scalability. Proof: Upon entering the network, a new node will immediately search for its neighbors to generate its own view, and request the neighbors to send the blockchain information needed for updating its information. Once a node exits the network, it will send an exit message to all the nodes in its view. The entry/exit information is broadcasted across the network via the gossip protocol. Since the protocol is highly scalable, the network nodes can communicate efficiently despite the addition or removal of lots of nodes. Hence, the BCA-TG algorithm, which is based on the gossip algorithm, must have good scalability.
V. EXPERIMENTAL VERIFICATION
The experimental system of this paper runs on 5 servers, and its configuration CPU is 8 cores, Intel i7 3770 3.4 GHz, 16 GB of memory. The proposed BCA-TG algorithm was verified through experiments on a blockchain-based IoV with five RCNs, denoted as A∼E, and several VCNs. The five RCNs serve as consensus makers. Among them, A and D are Byzantine nodes, while B, C and E are correct nodes, satisfying n ≥ 2f + 1. There are two neighbors in the view of each node. In each communication, a node searches for the neighbors in its view in turn, and updates its information under the Push-Pull mode based on the gossip protocol. The length of the current blockchain was set to 5, and the information for consensus-making was set to h. Then, the LI of a correct node was computed as h, while that of a Byzantine node could be any value. The specific information of each node is listed in Table 1 below.
Before consensus-making, it is assumed that two correct RCNs F and G want to enter the network, while node C wants to exit the network. It is known that the network channel supports the simultaneous entry/exit of 10 nodes at the most. Thus, the number of nodes entering/leaving the network is within the thresholds, and the nodes can enter or exit the network normally. The information on the consensus-making nodes after the entry/exit is given in Table 2 below.
Finally, there are 6 nodes involved in consensus-making, including 2 Byzantine nodes. The value of c is zero because it is the first consensus-making. Then, the following can be derived from formula (1) .
According to formula (3), the VCN node which generates the information for consensus-making will send the information to node F. Upon receiving the information, node F will release the information and initiate the consensus-making process. Then, each node will determine the UI based on its own LI. The results of the first round of consensus-making are recorded in Table 3 . Serial number 1 in Table 3 means node A finds its neighbor F for communication. However, node A, as a Byzantine node, wanted to undermine the consensus-making, and sent a UI of arbitrary value to F. The two nodes communicated with each other under the Push-Pull mode based on gossip protocol, and sent their own UIs to the other party. The UIs did not change after the transmission, because the information had been encrypted using the Hash function, and applied with digital signature technology. Based on the received information, Nodes A and F updated their own information, and obtained the same UI vector [i, null, null, null, h, null], where i is the arbitrary value generated by A, null is a null value, and h is the pre-set correct value. The other serial numbers have similar meanings with serial number 1. Note that, for serial number 2, the UI of node A is the updated UI through the communication between nodes A and F in serial number 1.
After the first round of communication, no null value was found in the UIs of nodes G and B. In the UIs of the two nodes, four of the elements were h. However, the corresponding elements in the UIs of nodes A and D were not h, indicating that A and D are Byzantine nodes. The second round of consensus-making was performed, because some nodes still had null elements in their UIs. The results of the second round are displayed in Table 4 below. For Table 4 , the consensus-making was implemented similarly to Table 3 . Since nodes A and C are Byzantine nodes, the UI elements of the two nodes were reset arbitrarily, and the two nodes both searched for the other node in its view for communication. The results of the second round show that, after the consensus-making in serial numbers 2 and 3, nodes E and B could identify nodes A and D as Byzantine nodes; after the consensus-making in serial numbers 4 and 5, nodes E and F could identify nodes A and D as Byzantine nodes; after the consensus-making in serial numbers 6, nodes G and D could identify nodes A and D as Byzantine nodes. The third round of consensus-making was performed, because node A after consensus-making in serial number 1 still had null elements in its UI. The results of the third round are presented in Table 5 below.
For Table 5 , the consensus-making was implemented similarly to Tables 3 and 4 . Since each node has only two neighbors in its view, the neighbor for consensus-making was the same with that in the first round. The results of round 3 indicate that, after the consensus-making in serial number 1, no element in the UI of node A was null; after the consensus-making in serial number 6, none of the nodes had any null element in their UIs, and the correct nodes shared the same UI elements. The CI was finalized as h, which occupied more than half the elements in the UI.
The above example shows that the proposed BCA-TG algorithm obtained the correct CI h in three rounds of communication, allowing the correct nodes to identify the Byzantine nodes through the consensus-making. This means our algorithm can reach a consensus when fewer than half of network nodes are Byzantine nodes, and there are nodes entering and exiting the network, that is, our algorithm enjoys good Byzantine fault tolerance.
VI. CONCLUSION
Traditionally, the communication and authentication of the IoV nodes are completed via the central node. The centralized mode puts high requirements on the security and communication ability of the central node. To meet the requirements, the common solution is to enhance the defense capability of the central node, or implement asymmetric encryption. But these solutions cannot change the structure of the IoV, failing to eliminate security loopholes.
To solve the problem, this paper modifies the IoV structure in the light of blockchain: the central node was removed, and all network nodes were made equally important. This approach ensures the security of node communication in the Internet of Vehicles. Then, an efficient Byzantine consensus algorithm was constructed based on time sequence and gossip protocol (BCA-TG). Firstly, the gossip protocol was introduced to Byzantine consensus algorithm, and the Push-Pull mode of the protocol was applied to the communication between IoV nodes. In this way, two network nodes can have the same information through one cycle of communication. Next, the time sequence was adopted to improve the efficiency and speed of the communication and consensus-making between the nodes. On this basis, the consensus-making of the BCA-TG algorithm in blockchain-based IoV was explained in details. The experimental results show that our algorithm can effectively overcome the defects in consensus and authentication of IoV nodes.
In summary, the BCA-TG algorithm has the following advantages. (1) Decentralization: the information in the IoV can be authenticated without the central node. (2) Byzantine fault tolerance: the algorithm can reach a consensus when fewer than half of network nodes are Byzantine nodes, without sacrificing the efficiency of consensus-making. (3) Scalability: the IoV nodes can communicate with each other, despite the entry/exit of multiple nodes. The research findings contribute to the security authentication of IoV nodes.
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